Manual how to connect to eduroam for Windows

Before any configuration you have to setup secure password for wifi eduroam:

a. Application Moje €ZU for Android and iOS
b. https://is.czu.cz/

There are three ways to setup eduroam on windows Installation script, eduroam CAT application
and manual setup.

Installation script

Download the installation script from download section on our web sites (link below) and run it.
Installation script

eduroam CAT application

Download eduroam installer on https://cat.eduroam.org/. As your organisation choose Czech
University of Life Sciences Prague. Installer will ask you for your credentials. It is important to fill your
username with domain @czu.cz for example xname000@czu.cz.

4;‘) eduroam® installer for Czech University of Life Sciences Prag..  — x
User credentials
eciuroam
Username: ‘ xname000@czu.cz
Password: \ Sssssssssnees

Repeat password: | essssssssssss

Manual setup

1) Download and install “certificate for authentication” link below
Certificate

a. Installation is made for Current user and to Trusted Roots Certification Authorities.


https://is.czu.cz/
https://www.oikt.czu.cz/dl/64052?lang=cs
https://cat.eduroam.org/
https://www.oikt.czu.cz/dl/64053?lang=cs
https://www.oikt.czu.cz/dl/64053?lang=cs

a  Certificate =

General Details Certification Path

| § Certificate Information

This certificate is intended for the following purpose(s):

« All issuance policies
* All application polides

Issued to: radiusl.czu.cz
Issued by: radiusi.czu.cz

Valid from 24.10.07 to 11.7.27

o 1]

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

O Local Machine

To continue, dick Next.




Select Certificate Store

Select the certificate store you want to use,

| Intermediate Certification Authorities
i-{] Active Directory User Object
Ll Trosted Prblichers

["]show physical stores

[oc ] conce

£x Certificate Import Wizard

Certificate Store

the certificate.

Certificate store:

(®) Place all certificates in the following store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for

the type of certificate

Trusted Root Certification Authorities

Cancel




& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

(ol Rt S L L IESY  Trusted Root Certification Authorities
Content Certificate
A finish LY Cancel |
Certificate Import Wizard X

o The import was successful.




2) Next step is to make your eduroam Wi-Fi profile

a. Left click on network connection icon . orE a choose Network & Internet
settings

No Internet

Mobilni sit

Connect

eduroam
Secured

e
Mobile
Flight mode Mobile hotspot




Settings - 8 x

€ Home WiFi

= Connect to a wireless network
Wi-Fi

I Find a setting I

if you can't find the network you
0 on want to connect to, select Show
available networks to open the list
of available networks, select the one

you want, select Connect, and then
B status Hardware properties

Network & Inty t
SRS, Show available networks

Still can't connect? Open the

@ WiFi Manage known networks
troubleshooter
i Mobile Random hardware addresses
Related settings
%2 Ethernet Use random hardware addresses to make it harder for people to e i
track your location when you connect to different WiFi networks. Change adapter options
- This setting applies to new connections.
Dial-up Ch: 2 aring options
Use random hardware addresses e ik
% VPN etwork and Sharing Centre
@D off
HomeGrou
= Flight mode B
WiFi services Windows Firewall
4  Mobile hotspot
Sign in with your Microsoft account to connect to suggested open
(S Data usage hotspots Do you have a question?
To el d Wi find Gethelp
® rroy 0 help you stay connected on the go, Windows can find suggested
open WiFi hotspots nearby.
Remember - not all WiFi networks are secure. Make Windows better
Give us feedback
find paid plans for suggested open hotspots near me
@ on
Learn more
Connect to suggested open hotspots
@D off
&} Network and Sharing Centre - [m] X

4+ iﬂ > Control Panel > Network and Internet > Network and Sharing Centre v O | Search Control Panel P

Control Panel Home View your basic network information and set up connections

Change adapter settings View your active netwarks

You are not currently connected to any networks.
Change advanced sharing

settings Change yg
¥ connection, or set up a router or access point.
@ Troubleshoot problems
Diagnose and repair network problems or get troubleshooting information.
See also
HomeGroup
Infrared

Internet Options

Windows Defender Firewall




@‘ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L4 Setup a new network
=« Setup a new router or access point.

Manually connect to a wir network
Connect to a hidden network or create a new wireless profile]

4 Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Next H Cancel

« @ Manually connect to a wireless network

Enter information for the wireless network that you want to add

MNetwork name: | eduocam |

Security type: \WPA2-Enterprise v

Encryption type: AES i

Security Key: Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Next || Cancel




&Y Manually connect to a wireless network

Successfully added eduoam

= Change connection settings
Open the connection properties so that | can change the settings,

Close

eduoam Wireless Metwork Properties

eduoam Wireless Metwork Properties X
Connection Security
Mame: eduoam Security type: WFA2-Enterprise b
SSID: eduoam Encryption type: AES b
Metwork type: Access point
Metwork availability:  All users
[]iConnect automatically when this network is in range; Choose a network authentication method:
[ ]Loak for other wireless networks while connected to this network Microsoft: Protected EAP (PEAP) @

[]Cannect even if the network is not broadcasting its name (SSID) Remember my credentials for this connection each

time I'm logged on

Advanced settings




Protected EAP Properties
When connecting:
[] Verify the server's identity by validating the certificate

Connect to these servers (examples:srvl;smnv2;.*\.srv3\.com):

ooy

Trusted Root Certification Authorities:

[ Microsoft Root Certificate Authority 2011 ~
[] PostSignum Root QCA 2
[] Quovadis Root CA 2
[] Quovadis Root CA 2 G3

[ iRagt Certification Authority
i radius.czu.gg

L] Ust CA
I T e Y- ST SR Y S T

£ >

Notifications before connecting:

Tell user if the server name or root certificate isn't specified ~

Select Authentication Method:
Secured password (EAP-MSCHAP v2)

Enable Fast Reconnect

[]Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

EAP MSCHAPvZ Properties

When connecting:

password (and domain if any).

Automatically use my Windows log-on name and

eduoam Wireless Network Properties > | Advanced settings
Connection Security 802.1X settings __sooeaaitiog
[]iSpecify authentication mode::
Security type: WPA2-Enterprise > User or computer authenticatior 2 Save credentials
Encryption type: HIEE > Delete credentials for all user:
[ ]Enable single sign on for this network
Choose a network authentication method: Perform immediately before user log-on
Microsoft: Protected EAP (PEAP) ~ Settings Perform immediately after user log-on
. . -
Eemember my credentials for this connection each Masirnurn delay (seconds): 10 -
time I'm logged on Allow additional dialogues to be displayed during
single sign on
This network uses separate virtual LANs for machine
and user authentication
Advanced settings
Cancel Cancel




3) After creating your eduroam Wi-Fi profile you can safely connect to eduroam network with
your username with domain e.g. xname000@czu.cz and password.

O«ZJ CZuU

No Internet

Mobilni sit’
Locked

CZU-staff
Secured

CZU-guest
Open

eduroam
Secured

E] Connect automatically

Connect

Network & Internet settings
Change settings, s N

A -llll [!Il)
Mobile
WiFi Flight mode Mobile hotspot

Windows Security *

Sign in

xname000@czu.cz

Domain: czu.cz



mailto:xname000@czu.cz

fortissl
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(t |])
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