Manual for connection to eduroam (cable) — Windows

Before any configuration you have to setup secure password for wifi eduroam:

a. Application Moje €ZU for Android and iOS
b. https://is.czu.cz/
c. Employees at https://intranet.czu.cz

There are two ways to setup eduroam on Windows eduroam CAT application and manual setup.

eduroam CAT application

Application is properly tested only on Windows 10. If you encounter any difficulties with older
versions of Windows, we recommend to set it up manually.

Download eduroam installer on https://cat.eduroam.org/. As your organisation choose Czech
University of Life Sciences Prague. Choose eduroam Wi-Fi +wired. Installer will ask you for your
credentials. It is important to fill your username with domain @czu.cz for example
xname000@czu.cz.

_}:‘) eduroam@® installer for Czech University of Life Sciences Prag..  — x
User credentials
e(iuroam
Username: ‘ xnamed00@czu.cz
Password: l sssssssssenes

Repeat password: | seesessssesse

After installation, there is a possibility, that popup “Windows security” window shows up (this
window may be hidden behind any window in front, so to be sure minimalize all other windows). Fill
in your credentials, which are the same as for wi-fi eduroam (with @czu.cz in your username). There
is a possibility this window shows up 2 more times with the same request.


https://is.czu.cz/
https://intranet.czu.cz/
https://cat.eduroam.org/

Windows Security >

Save credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

‘ ¥name001@czu.cz ‘

9

QK Cancel

Manual setup

Ill

1) Download and install “certificate for authentication” link below

Certificate

a. Installation is made for Current user and to Trusted Roots Certification Authorities.

n  Certificate X

General petails Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application polices

Issued to: radius .czu.cz
Issued by: radius czu.cz

valid from 24 10.07 to 117.27

Install Certificate. .. er Statement



https://www.oikt.czu.cz/en/eduroam-downloads
https://www.oikt.czu.cz/en/eduroam-downloads

£* Certificate Import Wizard

lists from your disk to a certificate store.

Store Location

O Local Machine

To continue, dick Next.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

s

Select Certificate Store X

Select the certificate store you want to use.

Trusted Root Certification Authorities
| | Intermediate Certification Authorities
| Active Directory User Object

Ll L Trieted Brklichere

[]show physical stores

[oc ]| conce
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&£» Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatical cals ' sabRgeed on the type of certificate
(®) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

s




& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

(ol Rt S L L IESY  Trusted Root Certification Authorities
Content Certificate
A finish LY Cancel |
Certificate Import Wizard X

o The import was successful.




2) Nextstepis

a. Left click on network connection icon or a choose Network & Sharing

Center

Troubleshoot problems

Open Metwork and Sharing Center

b ) Fal ENG

22 Network and Sharing Centre - [m] X
T It-i > Control Panel > Network and Internet > Network and Sharing Centre v Q| Search Control Pane P
View your basic network information and set up connections
Control Panel Home
Change adapter settings iew your active networks
You are not currently connected to any networks.
settings Change your netwarking settings
":i;. Set up a new connection or netwark
Set up a broadband, dial-up or VPN connection, or set up a router or access point.
w Troubles problems
‘_41 Troubleshaot problems
Diagnose and repair network problems or get troubleshooting information.
See also
HomeGroup
Infrared
Internet Options
Windows Defender Firewall
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7 items

Ethernet 2
Dizabled

VirtualBox Host-Only Ethernet Ad...

Ethernet 4
Dizabled
Fortinet 55L VPN Virtual Ethernet ...

Sitové pripojeni Bluetooth
Mot connected
Bluetooth Device (Fersonal Area ...

Ethernet
Meznama sit’
Realtek PCle GBE Family Controller

1 itemn selected ‘

& Network Connections — O
= ~ .E' « Metwork a.. » Metwork Connections » v O Search Network Connections
Organize = Dizable this network device Diagnose this connection »» I: ~ [N

‘: Ethernet 3
S Disabled
@ Fortinet Virtual Ethernet Adapter (..
‘: fortiss!
BWE  Disconnected

&8 PPPOP WAN Adapter

"'h' Wi-Fi
- Mot connected

xR E:tﬂ Ralink RT32%0 202.11bgn Wi-Fi Ad...

) Disable
Status

Diagnose

®) Bridge Connections

Create Shortcut

o Delete

" Rename

X
P
2]
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Microsoft: Protected EAP (PEAF)

@ Ethernet Properties

Networl-.’.inharing

Select this option to provide authenticated network access for
thiz Ethemet adapter.

Enable IEEE 802.1X authertication

Choose a network authentication method:

[ JfFallback to unauthorized network access:

Additional Settings...

=

Bemember my credentials for this connection each
time I'm logged on

*

Cancel

If you don’t see Authentication tab, you must start system service dot3svc. See last page of this

document for more information.




Protected EAP Properties X

When connecting:

[] Verify the server's identity by validating the certificate

Connect to these servers (examples:srvl;smnv2;.*\.srv3\.com):

L | radius .czu.cz

Trusted Root Certification Authorities:

[ Microsoft Root Certificate Authority 2011 ~
[] PostSignum Root QCA 2

[] Quovadis Root CA 2

[] Quovadis Root CA 2 G3

[ iRagt Certification Authority
>
CA
I T e Y- ST SR Y S T he
< >

Notifications before connecting:

Tell user if the server name or root certificate isn't specified ~

Select Authentication Method:

Secured password (EAP-MSCHAP v2)

Enable Fast Reconnect
[]Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

EAP MSCHAPv2 Properties X

When connecting:

Diﬂutomaﬂcally use my Windows log-on name é"ndg

O Ethernet Properties *

Metworking Authentication  Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable |IEEE 802.1X authertication

Choose a network authentication method:

Microseft: Protected EAP (PEAP) ~ Settings

Bemember my credentials for this connection each
time I'm logged on

[Jfaliback to unauthorized network access!

Additional Settings...

Cancel




Advanced settings >
802, 1¥ settings

Spedly

User authentication Save credentials

redentials for 5

[1Enable single sign on for this netwaork
Perform immediately before user logon
Perform immediately after user logon

10 o

Allow additional dialogs to be displayed during single
5ign on

This network uses separate virtual LANs for machine
and user authentication

Cancel

Windows Security H

Save credentials

Saving your credentials allows your computer to connect to
the network when you're not logged on (for example, to
download updates).

¥name001@czu.cz
a0 OORORReS ,r‘a‘\
QK Cancel

After complete. Close all windows by click on OK button. Now your computer are ready to connect to
network with wire.

There is a possibility, that popup “Windows security” window shows up (this window may be hidden
behind any window in front, so to be sure minimalize all other windows). Fill in your credentials,
which are the same as for wi-fi eduroam (with @czu.cz in your username). There is a possibility this
window shows up 2 more times with the same request.



The possibility of problems

If you can’t see authentication tab in properties of ethernet interface.

In lookup window tip in services.msc and find out service Wired AutoConfig Service and set it up like
on pictures below.

. Services (Local)

Wired AutoConfig Service Name Description
. -&')_;Xbox Live Metworking Service This service supports the Windows. Networking XboxLive...
stop the senice Q};Xbox Live Game Save This service syncs save data for Xbox Live save enabled g...
Restart the service : . o - o
5 ¥box Live Auth Manager Zajigtuje sluzby ovéfovani a autorizace pro komunikaci s...
-&').;WAN AuteConfig This service manages mobile breadband (GSM & CDMA...
?:“&Ft'?‘; Confia (DOTISVC ‘£, Workstation Creates and maintains client network connections to re...
& e uto onng ( .] ;‘J"?_;Work Folders This service syncs files with the Work Folders server, ena..,
service is respensible for performing :
|EEE 202.1¥ authentication on 55 WMI Performance Adapter Provides performance library information from Window...
Ethernet interfaces. If your current 5L WLAN AutoConfig The WLANSYC service provides the logic required to co..
wired network deployment enforces Wired AuteConfig Service The Wired AutoConfig (DOT35VC) service is responsible ...

2802.1X authentication, the DOT3SVC

service should be configured to run {,}:)_;WinH'I_I'P Web Proxy Auto-Discovery Service WinHTTP implements the client HTTP stack and provid...
for establishing Layer 2 connectivity Lk Windows Update Enables the detection, download, and installation of upd...
andforprovigling access to network »&')_;WindowsTime Maintains date and time synchronization on all clients a...
;?::;;s:;‘:%éii;e;?tir::;r:;g: are -&:)_;Windows Search Provides content indexing, preperty caching, and search...
unaffected by the DOT3SVC service. Q?;Windows Push Motifications System Service This service runs in session 0 and hosts the notification ...
5} Windows Presentation Foundatien Font Cache 3.0.0.0 Optimizes perfermance of Windows Presentation Found...
-&')_;Windows Modules Installer Enables installation, modification, and removal of Wind...
&'?_;Windows Mobile Hotspot Service Provides the ability to share a cellular data connection w..,
-.Q_;Windows Media Player Metwaork Sharing Service Shares Windows Media Player libraries to other network...
-&?;Windows Management Instrumentation Provides a commeon interface and cbject model to acces...
-&')_;Windows License Manager Service Provides infrastructure support for the Windows Store, ..
&'?_;Windows Installer Adds, modifies, and removes applications provided as a ...
Wired AutoConfig Service Properties (Local Computer) >

General LogOn Recovery Dependencies

dot dsve
Wired AutoCorfig Service

Service name:

Digplay name:

The Wired AutoCorfig (DOT3ISVC) service is ~
responsible for peforming IEEE 802.1X

Description:
Path to executable:

CWindows system 32 gvchost exe 4 LocalSystem Network Restricted

Startup type: Automatic

Service status:  Running

» Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Corcal | [ ool




